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DISCUSSION
• Social networks and Web 2.0 applications rely on a loose concept of digital identities based on simple identifiers

• Which are the risks associated to typo-squatting in these scenarios?
• How would they benefit from a cluster-based analysis?

• We should move towards a concept of digital identity is associated to a cluster in some identifier space
• The cluster comprises a primary identifier and secondary identifiers that are mapped to it

INTRODUCTION
Typosquatting is the practice of registering a domain name with the intent to confuse it with the
name of a trademark or a famous domain name (trademark infringement on domain names).

The neighbourhood Nd(x) of a domain name x is the set of all domain names in the registry
whose distance d() from x is lower than a threshold thd and we denote its cardinality as |N(x)|.

A distance function d() is a transformation in the space of domain names.
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EXPERIMENTS
• Analysed the ‘.co.uk’ registry (March 2008)

• Length refers to the third-level label

• Bands of popularity (source NetCraft.com)
• Band A: domains with ranking in [1,100]
• Band B: domains with ranking in [101,500]
• Band C: domains with ranking in [501,1000]
• Random: 100 randomly chosen domains

MAIN RESULTS
• Reliability of the results  increase with the length of domain names

• We suggest to not consider the statistics for 3-4 character domain names
• Syntactic and visual neighbourhood

• High correlation between popularity and likelihood of being typosquatted
• Syntactic neighbourhood does not dependent on length(x)
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